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Getting Started

Welcome to McAfee Personal Firewall Plus!

McAfee Personal Firewall Plus software offers advanced protection for your
computer and your personal data. Personal Firewall establishes a barrier between
your computer and the Internet, silently monitoring Internet traffic for suspicious
activities.

With it, you get the following features:

m  Defends against potential hacker probes and attacks

m  Complements anti-virus defenses

®m  Monitors Internet and network activity

m  Alerts you to potentially hostile events

m  Provides detailed information on suspicious Internet traffic

m  Integrates Hackerwatch.org functionality, including event reporting,
self-testing tools, and the ability to email reported events to other online
authorities

m  Provides detailed tracing and event research features

New Features

®  Enhanced HackerWatch.org Integration
Reporting potential hackers is easier than ever. McAfee Personal Firewall Plus
improves the functionality of HackerWatch.org, which includes event
submission of potentially malicious events to the database.

m  Extended Intelligent Application Handling
When an application seeks Internet access, Personal Firewall first checks
whether it recognizes the application as trusted or malicious. If the application
is recognized as trusted, Personal Firewall automatically allows it access to the
Internet so you do not have to. This database has been enhanced to provide
users with more details about the applications connecting to the Internet.

B Advanced Trojan Detection
McAfee Personal Firewall Plus combines application connection management
with an enhanced database to detect and block more potentially malicious
applications, such as Trojans, from accessing the Internet and potentially
relaying your personal data.
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Getting Started

m  Improved Visual Tracing
McAfee Personal Firewall Plus includes an updated intruder-tracing tool
known as Visual Trace. Visual Trace includes easy-to-read graphical maps
showing the originating source of hostile attacks and traffic worldwide,
including detailed contact/owner information from originating IP addresses
and all subsequent steps to your computer. McAfee Personal Firewall Plus has
added more geographical data to the Visual Trace feature which enhances
location details and provides more visual pin-pointed locations of intruders.
Visual Trace allows users to visually track where intrusions originate, and with
this new data, users are able to see a better graphical representation of their
searches.

®  Improved Usability
McAfee Personal Firewall Plus includes a Setup Assistant and a User Tutorial
to guide users in the setup and use of their firewall. Although the product is
designed to use without any intervention, McAfee provides users with a
wealth of resources to understand and appreciate what the firewall provides
for them.

B Enhanced Intrusion Detection
Personal Firewall's Intrusion Detection System (IDS) detects common attack
patters and other suspicious activity. Intrusion detection monitors every data
packet for suspicious data transfers or transfer methods and logs this in the
event log.

®  Enhanced Traffic Analysis
McAfee Personal Firewall Plus offers users a view of both incoming and
outgoing data from their computers, as well as displaying application
connections including applications that are actively "listening" for open
connections. This allows users to see and act upon applications that might be
open for intrusion.

Documentation

Documentation for Personal Firewall Plus includes this user guide and an online
Help file. The user guide is a subset of the online Help. For complete information
and instructions on using Personal Firewall Plus, please refer to the online Help.

t_!,.' After you install Personal Firewall Plus, you can access the online Help by opening
Personal Firewall Plus, and then clicking the Help icon located in the top panel, or
by clicking the Help button that appears on some dialog boxes.

System Requirements

8

B Microsoft® Windows 98, Windows Me, Windows 2000, or Windows XP
m  Personal computer with 486 or higher processor (Pentium recommended)

m 8 MB of free hard disk space for installation
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m  Microsoft® Internet Explorer 5.0 or later

NOTE

To upgrade to the latest version of Internet Explorer, visit the
Microsoft web site at

http:/ /www.microsoft.com/worldwide/.

Uninstalling Other Firewalls

Before you install McAfee Personal Firewall Plus software, you must uninstall any
other firewall programs on your computer. Please follow your firewall program’s
uninstall instructions to do so.

NOTE

If you use Windows XP, you do no need to disable the built-in
firewall before installing McAfee Personal Firewall Plus
software. However, we recommend that you do disable the
built-in firewall. If you do not, you will not receive events in
the Inbound Events log in McAfee Personal Firewall Plus.

Installing McAfee® Personal Firewall Plus™
McAfee distributes McAfee Personal Firewall Plus software in two formats:
m  On CD-ROM
m  Asadownloaded file from the McAfee web site

Personal Firewall Plus will be installed in the Program Files folder for McAfee.
After you install and set up Personal Firewall Plus, you will be prompted to restart
your computer. You must restart your computer before you can use Personal
Firewall Plus.

To install Personal Firewall Plus:

1 If you downloaded Personal Firewall Plus from the McAfee web site, the
Installation Wizard appears. Go to Step 2.

Or

If you purchased a Personal Firewall Plus CD, insert the Personal Firewall Plus
software CD in your computer’s CD-ROM drive. The License Agreement
appears.

If the Installation Wizard does not automatically appear, the autorun feature
on your computer might be disabled. Enable the autorun feature.

a  Select a country to indicated the language in which to view the License
Agreement.
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Getting Started

b After youread the license agreement, click Accept to accept the terms of the
agreement.

The McAfee Personal Firewall Plus Installation Wizard appears.
2 Follow the instructions on the Installation Wizard to complete the installation.

At the end installation, the Personal Firewall Plus Setup Assistant appears.
(Figure 1-1).

i Setup Assistant - Mcifee Personal Firewall Plus

¥ McAfee | PersonalFirewg!! Setup Assistant

6‘ B \Fﬂ)elcome to MlcFMee I I
Your firewall is configured and ready tD use. This brief Setup
Assistant will introduce you ta key concepts and guide yau thraugh

changes you may want to make in the default behavior of your
Personal Firewall:

» Contral how and whry your firewall will alert you,
+ Indicate the type of netwark you are connected ta,
+ Use smart application recognition

« Click Next to setup your Personal Firewall..
+ Click Cancel to accept the default settings...

Figure 1-1. Setup Assistant

Using the Setup Assistant

You are not required to use the Setup Assistant since Personal Firewall is already
configured to start protecting your computer. The Setup Assistant helps you scan
your computer for viruses and configure the following;:

m  Alert types you want to receive
®  Your network connection type
m  Application Recommendation settings

You can click Cancel anytime to accept the default settings. You can change
Personal Firewall settings anytime.

NOTE

If you are upgrading to a new version of Personal Firewall,
and you want to maintain your current Firewall settings, click
Cancel.
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Testing McAfee® Personal Firewall Plus™

After you use the Setup Assistant, you must restart your computer to complete the
installation.

To use the Setup Assistant:

1

2

3

Click Next.
Follow the instructions on the dialog boxes that appear.
Click Finish when you are finished using the Setup Assistant.

You will be prompted to restart your computer. Click OK to restart your
computer now, or click Cancel to restart your computer later. You must restart
your computer before you can use Personal Firewall.

Testing McAfee® Personal Firewall Plus™

To test Personal Firewall:

1

Right-click the McAfee icon m, point to Personal Firewall, and then click Test
Firewall.

Personal Firewall opens Internet Explorer and goes to

http:/ /www .hackerwatch.org/, a web site maintained by McAfee Security.
Please follow the directions on the Hackerwatch.org Probe page to test
Personal Firewall.

NOTE

If you connect to the Internet through a proxy server or
Network Address Translation server, as is the case in most
office networks (LANs), you will not get a proper reading.
Hackerwatch.org’s firewall tester looks for which computer
asked for the firewall test and tests that computer. If you
connect through a proxy or NAT server, it simply relays your
computer’s request for the firewall test, and Hackerwatch.org
will test the wrong computer. The results that you get belong
to the proxy server—not to your computer.

Using McAfee® SecurityCenter™

McAfee SecurityCenter is your one-stop security shop, accessible from its icon in
your Windows system tray or from your Windows desktop. With it, you can
perform these useful tasks:

Get free security analysis for your computer.
Launch, manage, and configure all your McAfee subscriptions from one icon.

See continuously updated virus alerts and the latest product information.
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m  Receive free trial subscriptions to download and install trial versions directly
from McAfee using our patented software delivery process.

m  Get quick links to frequently asked questions and account details at the
McAfee web site.

NOTE
For more information about its features, please click Help in
the SecurityCenter dialog box.

While SecurityCenter is running and all of the McAfee features installed on your
computer are enabled, a red M icon [ﬂ] appears in the Windows system tray. This
area is usually in the lower-right corner of the Windows desktop and contains the
clock.

If one or more of the McAfee applications installed on your computer are disabled,
the McAfee icon changes to black .

To open McAfee SecurityCenter:

1 Right-click the McAfee icon [m

2 (Click Open SecurityCenter.

To access a McAfee Personal Firewall Plus feature:
1 Right-click the McAfee icon [m

2 Point to Personal Firewall, and then click the feature you want to use.
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To open Personal Firewall:

Right-click the McAfee icon, point to Personal Firewall, and click View Summary,
Internet Applications, Inbound Events, or Utilities.

About the Summary

The Personal Firewall Summary includes four summary pages: Main Summary,
Application Summary, Event Summary, and HackerWatch Summary. The
Summary pages contain a variety of reports on recent inbound events, application
status, and world-wide intrusion activity reported by HackerWatch.org. You will
also find links to common tasks performed in Personal Firewall.

To open the Personal Firewall Summary pages, right-click the McAfee icon, point
to Personal Firewall, and then click View Summary. The Main Summary page
appears (Figure 2-2).

¥ McAfee Personal Firewall Plus

File Edit View Event Help

®y MeAfee | PersonalFirewall [ settnss @) e
Main Summary (Change view) v »n

@ Daily Report
summary Welcome to McAfee Bl
Perso naIFlrewaII
~ Today 7

57
F This Week 176
@ vour firewall is currently set to Standar’d Secur’lt[. This Month 466

Internet @ 57 new events have been blocked today.

Applications

Active Applications
List of the currently running
applications an your system,

F What's New? Last Updated: 7/25/03 12:259:05 PM | @8 genevic Host Pracess for W

Inbound The program POWERPNT.EXE was granted Full Access to the & pop netuorkin
Events Internet. The application can now communicate with the Internet. P

[@ 0 application rules have recently heen changed.

Suppart carn Scheduler snc

= Wigw more information R Messenger
Messenqer

R sustern Pracess

Last Event Last Updated: 7/25/03 1137137 PM b s s i )
- Common Tasks
A computer at IP Address 24.200.164.46 has atternpted to access
D one of your systemn ports (TCP port 445), (@ view Current Internet Traffic
»Trace This Event @ change Firewall Settings
» Trust this IP dddress [®) view the Online Help
Standard Security ¥ IP Address: 12 236.82. 113 Netmask: 255 255.254.0 1

Figure 2-2. Main Summary page

User Guide 13



Using McAfee® Personal Firewall Plus™

14

4l

Click the following to navigate to different Summary pages:

ltem Description

Change View Click Change View to open a list of Summary pages. From the list,
select a Summary page to view.

Right arrow Click the right arrow icon to view the next Summary page.

Left arrow Click the left arrow icon to view the previous Summary page.

Home Click the home icon to return to the Main Summary page.

The Main Summary page provides the following information:

ltem

Description

Security Setting

The security setting status tells you the level of security at which the
firewall is set. Click the link to change the security level.

Blocked Events

The blocked events status displays the number of events that have
been blocked today. Click the link to view event details from the
Inbound Event page.

Application
Rule Changes

The application rule status displays the number of application rules
that have been changed recently. Click the link to view the list of
allowed and blocked applications and to modify application
permissions.

What's New? What’s New? shows the latest application that was granted full
access to the Internet.

Last Event Last Event shows the latest inbound events. You can click a link to
trace the event or to trust the IP address. Trusting an IP address
allows all traffic from the IP address to reach your computer.

Daily Report Daily Report displays the number of inbound events that Personal
Firewall blocked today, this week, and this month. Click the link to
view event details from the Inbound Event page.

Active Active Applications displays the applications that are currently

Applications running on your computer and accessing the Internet. Click an

application to view which IP addresses the application is connecting
to.

Common Tasks

Click a link in Common Tasks to go to Personal Firewall pages
where you can view firewall activity and perform tasks.

McAfee® Personal Firewall Plus™ software
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To view the Application Summary page, click Change View, and then select
Application Summary. The Application Summary page provides the following

information:

ltem

Description

Traffic Monitor

The Traffic Monitor shows inbound and outbound traffic volume
across your Internet connection in the last ten minutes. Click the
graph to view traffic monitoring details.

Active Active Applications shows the bandwidth usage of your
Applications computer’s most active applications during the last 24 hours.
Application—The application accessing the Internet.
%—The percentage of bandwidth used by the application.
Permission—The type of Internet access that the application is
allowed.
Rule Created—When the application rule was created.
What's New? What’s New? shows the latest application that was granted full
access to the Internet.
Active Active Applications displays the applications that are currently
Applications running on your computer and accessing the Internet. Click an

application to view which IP addresses the application is connecting
to.

Common Tasks

Click a link in Common Tasks to go to Personal Firewall pages
where you can view application status and perform
application-related tasks.

To view the Event Summary page, click Change View, and then select Event
Summary. The Event Summary page provides the following information:

ltem Description

Port Port Comparison shows a pie chart of the most frequently attempted

Comparison ports on your computer during the past 30 days. You can click a port
name to view details from the Inbound Events page. You can also
move your mouse pointer over the port number to see a description of
the port.

Top Offenders Top Offenders shows the most frequently blocked IP addresses,
when the last inbound event occurred for each address, and the total
number of inbound events in the past thirty days for each address.
Click an event to view event details from the Inbound Events page.

Daily Report Daily Report displays the number of inbound events that Personal

Firewall blocked today, this week, and this month. Click a number to
view the event details from the Inbound Events log.
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Iltem Description

Last Event Last Event shows the latest inbound events. You can click a link to
trace the event or to trust the IP address. Trusting an IP address
allows all traffic from the IP address to reach your computer.

Common Tasks Click a link in Common Tasks to go to Personal Firewall pages
where you can view details of events and perform event-related
tasks.

To view the HackerWatch Summary page, click Change View, and then select
HackerWatch Summary. The HackerWatch Summary page provides the following
information:

ltem Description

World Activity World Activity shows a world map identifying recently blocked
activity monitored by HackerWatch.org. Click the map to open the
Global Threat Analysis Map in HackerWatch.org.

Event Volume Event Volume shows the number of inbound events submitted to
HackerWatch.org.

Global Port Global Port Activity shows the top ports, in the past 5 days, that
Activity appear to be threats. Click a port to view the port number and port
description.

Common Tasks Click a link in Common Tasks to go to HackerWatch.org pages
where you can get more information on world-wide hacker activity.

About Internet Applications

Use the Internet Applications page to view the list of allowed and blocked
applications.
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About Internet Applications

Right-click the McAfee icon, point to Personal Firewall, and then click Internet
Applications. The Internet Applications page appears (Figure 2-3).

# Mchfee Personal Firewall Plus ‘z”ﬁlg‘
Fle Edt Yiew Application Help

Lo McAfee

SECURITY

PersonalFirewall,, () seumss @) e

A application Name File Name Permissions &
(® 25 0 A Allow Full Access
S| Padobe Acrobat 5.0 acrobat.exe Allow Full Access
98 Generic Host Process for Win32 Services svchost exe Allow Full Access
@ Intermnet Explorer IEXPLORE EXE Allow Full Access
8 54 shell (Export Version) Isass exe Allow Full Access
@ [EArcafss Personal Firawal Cansols MpfCansole.sxe Allow Full Access
Internet [EAmcaree Persanal Firewal Tray Moritar MpfTray.exe allow Full Access
applications  [WIMcafee.com SecurityCenter HTML Browser  mahtml.exe Allow Full Access
() Mehfee, com SecurityCenter Update Engine moupdate, exe allow Full Access

B Messenger TSmSTs e Allow Full Access
F ©)Microsaft Help and Support Center HelpCtr.exe Allow Full Access
Inbound 8 Micrasoft Help Center Hosting Server HelpHost exe: Allow Full Access
Events M\\:rUSDFt Qutlook, OUTLOOK. ERE Allow Full Access - |

% Application Details $ New Allowed Application %% New Blocked Application
n

Acrobat Reader 5.0 5.0
Utilities Adobe Systems Incorporated

CriProgram FilesiAdobs|Acrobat 5.0iReader|AcroRd3z.sxe

Change Permission To...

28 Hlow Full Access
@ outbound Access Only

Permission: Alow Full Access . Block This Application

Rule created on: 2/26/2003 5:08:22 PM

This application has Full Access to the Internet. It is possible For this application to send

and receive data with any computer. 1 Delete Application Rule

Standard Security ¥ IP &ddress: 216.49.82.207 Metmask: 255.256.255.128 1

Figure 2-3. Internet Applications page

The Internet Applications page provides the following information:
m  Application names

m  File names

m  Current permission levels

m  Application details: pathnames, permission timestamps, and explanations of
permission types

Changing Permissions

Personal Firewall lets you set the permission level for each application that
requests Internet access.

To change a permission level:

1 Right-click the McAfee icon, point to Personal Firewall, and then click Internet
Applications.

2 In the Permissions list, right-click the permission level for an application, and
choose a different level:

¢ Click Allow Full Access to allow the application to both send and receive
data.
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¢ Click Outbound Access Only to prevent the application from receiving
data.

¢ Click Block This Application to prevent the application from sending or

receiving data.

To delete a permission level:

1 Right-click the McAfee icon, point to Personal Firewall, and then click Internet
Applications.

2 In the Permissions list, right-click the permission level for an application, and
click Delete Application Rule.

The next time the application requests Internet access, you can set its permission
level to re-add it to the list.

Changing Applications

To change the list of allowed and blocked Internet applications:

1 Right-click the McAfee icon, point to Personal Firewall, and then click Internet
Applications.

2 Add or remove applications from the Application Name list:

¢ Toadd anew “Allowed” application, click New Allowed Application, select
the application to allow, and then click Open.

¢ Toadd anew “Blocked” application, click New Blocked Application, select
the application to block, and then click Open.

¢ Toremove an application from the list, click Delete Application Rule.

About Inbound Events

Use the Inbound Events page to view the Inbound Events log generated when
Personal Firewall blocks unsolicited Internet traffic.

18 McAfee® Personal Firewall Plus™ software



About Inbound Events

Right-click the McAfee icon, point to Personal Firewall, and then click Inbound
Events. The Inbound Events page appears (Figure 2-4).

¥ McAfee Personal Firewall Plus
File Edit ‘View Event Help

Lo McAfee

SECURITY

PersonalFirewall,,,

Ef] Settings @_}) Help

Inbound Events {Change view) *
Date/Time Source IP Hostname S.Port | D.Port | Event Information A
Summary 3j17/2003 10:52:...  12.242.107.114 wrpl sic.xpe-miinet 80 1705 slingshot
3i17/2003 126.242.107.114 il sic.xpominet 80 1705 slingshot
1 14 v 50 5 houdini-im
Br 3i17/2003 10:50:,.,  128.242.107.114 vipl sic.xpmiinet 80 1714 sesilm
3j17j2003 10:50:...  12.242.107.114 wrpl sic.xpe-miinet 80 1708 gatmd -
Internet 3/17/2003 1050;.,,  128.242.107.114 vipl sic.xpmiinet 80 1707 vdmplay
Applications 317/2003 10:49:.,,  126.242.107.114 wrpl sic.xpominet 60 1715 houdini-n
3i17/2003 10:49:...  128.242.107.114 vipl sic.xpmiinet 80 1714 sesilm
3i17/2003 10:49:...  128.242.107.114 wrpl sic.xpe-miinet 80 1708 gatmd ~
< -
) Event Information o drchive P vwiew Archives  f Clear Log
ﬂﬁ I want to...
Utilities A computer At rpLsjc.spe-milnet has attempted an unsolicted connection to TCP port 1715 | @ Tracs This Event
an your computer.
TCP port 1715 is commanly used by the "houdini-in” service or pragram. @) Report This Event
8 Gt More Information
&) Trust This Address
1 8l Ban This Addrass
Standard Securiy ¥ 577 of 577 Events Shown | IP Addhess: 216.43.85, 248 Netmask: 255.255.255.0 1

Figure 2-4. Inbound Events page

The Inbound Events page provides the following information:
m  Timestamps

m  Source IPs

®  Hostnames

m  Service or application names

m  Event details: connection types, connection ports, and explanations of port
events

Understanding Events

About IP Addresses

IP addresses are numbers: four numbers each between 0 and 255 to be precise.
These numbers identify a specific place that traffic can be directed to on the
Internet.

Special IP Addresses
Several IP addresses are unusual for various reasons:
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Non-routable IP addresses — These are also referred to as "Private IP Space." These
IP addresses cannot be used on the Internet. Private IP blocks are 10.x.x.x,
172.16.x.x - 172.31.x.x, and 192.168.x.x.

Loop-back IP addresses — Loop-back addresses are used for testing purposes.
Traffic sent to this block of IP addresses comes right back to the device generating
the packet. It never leaves the device, and is primarily used for hardware and
software testing. The Loop-Back IP block is 127.x.x.x.

Null IP address — This is an invalid address. When it is seen, it indicates that the
traffic had a blank IP address. This is obviously not normal, and frequently it
indicates that the sender is deliberately obscuring the origin of the traffic. The
sender will not be able to receive any replies to their traffic unless the packet is
received by an application that understands the contents of the packet that will
include instructions specific to that application. Any address that starts with 0
(0.x.x.x) is a null address. For example, 0.0.0.0 is a null IP address.

Events from 0.0.0.0

If you see events from IP address 0.0.0.0, there are two likely causes. The first, and
most common, is that for some reason your computer received a badly formed
packet. The Internet isn't always 100% reliable, and bad packets can occur. Since
Personal Firewall sees the packets before TCP/IP can validate them, it might
report these packets as an event.

The other situation occurs when the source IP is spoofed, or faked. Spoofed packets
might be a sign that someone is scanning around looking for Trojans, and they
happened to try your computer. It's important to remember that Personal Firewall
blocked this attempt, so your computer is safe.

Events from 127.0.0.1

Events will sometimes list their source IP as 127.0.0.1. It's important to note that
this IP is special, and is referred to as the loopback address.

Basically, no matter what computer you're on, 127.0.0.1 always refers to yourself.
This address is also referred to as localhost, as the computer name localhost will
always resolve back to the IP address 127.0.0.1.

Does this mean that your computer is attempting to hack itself? Is some Trojan or
spyware taking over your computer? Not likely. Many legitimate programs use
the loopback address for communication between components. For example,
many personal mail or web servers let you configure them via a web interface that
is usually accessible through something like http:/ /localhost/.

However, Personal Firewall allows traffic from these programs, so if you see
events from 127.0.0.1, it most likely means that the source IP address is spoofed, or
faked. Spoofed packets are usually signs of someone scanning for Trojans. It's
important to remember that Personal Firewall blocked this attempt, so your
computer is safe. Obviously, reporting events from 127.0.0.1 won't do any good, so
there's no need to do so.
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With that said, there are some programs, most notably Netscape 6.2 and higher,
that requires you to add 127.0.0.1 to the trusted IP list. These programs’
components communicate between each other in such a manner that Personal
Firewall cannot determine if the traffic is local or not.

In the example of Netscape 6.2, if you do not trust 127.0.0.1, then you will not be
able to use your buddy list. Therefore, if you see traffic from 127.0.0.1 and all of the
applications on your computer work normally, then it is safe to block this traffic.
However, if a program (like Netscape) is having problems, place 127.0.0.1 in the
Trusted IP Addresses list in Personal Firewall, and then find out if the problem is
resolved.

If placing 127.0.0.1 in the trusted IP list fixes the problem, then you need to weigh
your options: if you trust 127.0.0.1, your program will work, but you will be more
open to spoofed attacks. If you do not trust the address, then your program will
not work, but you will remain protected against such malicious traffic.

Events from Computers on Your LAN

Events can be generated from computers on your local area network (LAN). To
show that these events are coming from somewhere "close to home," Personal
Firewall displays them in green.

In most corporate LAN settings, you'll want to check "Make all computers on your
LAN Trusted" in the Trusted IP Addresses options.

However, it's important to note that in some situations, your 'local' network can be
as dangerous, or even more dangerous, than the outside network. This is especially
true if you are on a high-bandwidth public network, such as DSL or cable modem:s.
In such a scenario, it's best not to check the "Make all computers on your LAN
Trusted" option.

If you are on a home network connected to broadband, you should instead
manually add the IP addresses of your local computers to the Trusted IP list.
Remember, you can use .255 style addresses to trust an entire block. For example,
you can trust your entire ICS (Internet Connection Sharing) network by trusting
the IP 192.168.255.255.

Events from Private IP Addresses

IP addresses of the format 192.168.xxx.xxx, 10.xxx.xxx.xxx, and 172.16.0.0 -
172.31.255.255 are referred to as non-routable or private IP addresses. These IP
addresses should never leave your network, and can be trusted most of the time.

The 192.168 block is used with Microsoft Internet Connection Sharing (ICS). If you
are using ICS, and see events from this IP block, you might want to add the IP
address 192.168.255.255 to your trusted IP list. This will trust the entire
192.168.xxx.xxx block.
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If you are not on a private network, and see events from these IP ranges, the source
IP address might be spoofed, or faked. Spoofed packets are usually signs that
someone is scanning for Trojans. It's important to remember that Personal Firewall
blocked this attempt, so your computer is safe.

Since private IP addresses refer to different computers depending on what
network you are on, reporting these events will have no effect, so there's no need
to do so.

Showing Events in the Inbound Events Log

The Inbound Events log allows you to conveniently display events in a number of
ways. The default view limits the view to events occurring on the current day. You
can also view events that occurred during the past week, or view the complete log.

Personal Firewall also lets you display inbound events from specific days, from
specific Internet addresses (IP addresses), or events that contain the same event
information.

For information about an event, click the event, and the information appears in the

Event Information area at the bottom of the Inbound Events page.

Showing Today's Events

To show only events occurring today:

1 Right-click the McAfee icon, point to Personal Firewall, and then click Inbound
Events.

2 From the View menu, click Show Today's Events.

The Inbound Events log displays events occurring today only.

Showing This Week's Events

To show events occurring in the past week:

1 Right-click the McAfee icon, point to Personal Firewall, and click Inbound
Events.

2 From the View menu, click Show This Week's Events.

The Inbound Events log displays events occurring this week only.

Showing the Complete Inbound Events Log

To show all of the events in the Inbound Events log:

1 Right-click the McAfee icon, point to Personal Firewall, and click Inbound
Events.
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2 From the View menu, click Show Complete Log.

The Inbound Events log displays all events, not including archives, from the
Inbound Events log.

Showing Only Events from the Selected Day

This is useful when you just want to look at events from a specific day. All events
not occurring on that day are hidden.

1 Right-click the McAfee icon, point to Personal Firewall, and click Inbound
Events.

2  From the View menu, click Show Only Events from Selected Day.

Today's events appear on the Inbound Events log.

Showing Only Events from the Selected Internet Address
This is useful when you need to see other events originating from a specific
Internet address. All other events are hidden.

1 Right-click the McAfee icon, point to Personal Firewall, and click Inbound
Events.

2 From the View menu, click Show Only Events from Selected Internet Address.

Events originating from the selected Internet address appear in the Inbound
Events log.

Showing Only Events with the Same Event Information

This is useful when you need to see if there are other events in the Inbound Events
log that have the same information in the Event Information column as the event
you selected. You can find out how many times this happened, and if it is from the
same source. The Event Information column provides a description of the event
and, if known, the common program or service that uses that port.

1 Right-click the McAfee icon, point to Personal Firewall, and click Inbound
Events.

2 From the View menu, click Show Only Events with the Same Event Information.

Events with the same Event Information appear in the Inbound Events log.

Responding to Inbound Events

In addition to getting details about events in the Inbound Events log, you can try
to perform a Visual Trace of the IP addresses for an event in the Inbound Events
log, or get event details at the anti-hacker online community HackerWatch.org
web site.
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Tracing the Selected Event
You can try to perform a Visual Trace of the IP addresses for an event in the
Inbound Events log.

1 Right-click the McAfee icon, point to Personal Firewall, and click Inbound
Events.

2 Right-click the event you want to trace, and then click Trace Selected Event.
You can also double click an event to perform a trace.

By default, Personal Firewall begins a Visual Trace using the integrated Visual
Trace program.

Getting Advice from HackerWatch.org

You can get more information about an event from the anti-hacker online
community HackerWatch.org by doing the following:

1 Right-click the McAfee icon, point to Personal Firewall, and click Inbound
Events.

2 Locate and click the event about which you want more information.
3  From the Event menu, click More Information on Event.

Your web browser opens and goes to the HackerWatch.org web site at
http:/ /www.hackerwatch.org/ to get details about the event type and advice
about whether to report the event.

Reporting an Event

To report an event that you think was an attack on your computer, please do the
following;:

1 Right-click the McAfee icon, point to Personal Firewall, and click Inbound
Events.

2 Click the event you want to report, and then click Report This Event in the
lower right pane.

Personal Firewall reports the event to the HackerWatch.org web site using
your unique ID.

Signing Up for HackerWatch.org

When you first open the Summary page, Personal Firewall contacts
HackerWatch.org to generate your unique user ID. If you are an existing user, your
sign-up is automatically validated. If you are a new user, you must enter a
nickname and email address, and then click the validation link in the confirmation
email from HackerWatch.org to be able to use the event filtering /emailing features
at its web site.
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You can report events to HackerWatch.org without validating your user ID.
However, to filter events and email events to a friend, you must sign up for the
service.

Signing up for the service allows your submissions to be tracked and lets us notify
you if HackerWatch.org needs more information or further action from you. We
also require you to sign up because we must confirm any information we receive
for that information to be useful.

All email addresses provided to HackerWatch.org are kept confidential. If a
request for additional information is made by an ISP, that request is routed
through HackerWatch.org; your email address is never exposed.

Trusting an Address

If you see an event in the Inbound Events log that contains an IP address that you
need to allow, you can have Personal Firewall allow connections from it at all
times:

1 Right-click the McAfee icon, point to Personal Firewall, and click Inbound
Events.

2 Right-click the event whose IP address you want trusted, and click Trust the
Source IP Address.

3 Verify that the IP address displayed in the Trust This Address confirmation
message is correct, and click OK.

The IP address is added to the Trusted IP Addresses list.

To verify that the IP address was added:
1 Click the Utilities tab.

2 Click the Trusted & Banned IPs icon, and then click the Trusted IP Addresses
tab.

The IP address will be in the Trusted IP Addresses list.

Banning an Address

If an IP address appears in your Inbound Events log, this indicates that traffic from
that address was blocked. Therefore, banning an address adds no additional
protection unless your computer has ports that are deliberately opened through
the System Services feature, or unless your computer has an application that has
permission to receive traffic.

Add an IP address to your banned list only if you have one or more ports that are
deliberately open and if you have reason to believe that you must block that
address from accessing the open port(s).
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If you see an event in the Inbound Events log that contains an IP address that you
want to ban, you can have Personal Firewall prevent connections from it at all
times:

1 Right-click the McAfee icon, point to Personal Firewall, and click Inbound
Events.

2 Right-click the event whose IP address you want to ban, and click Ban the
Source IP Address.

3 Verify that the IP address displayed in the Ban This Address confirmation
message is correct, and click OK.

The IP address is added to the Banned I Addresses list.

To verify that the IP address was added:
1 Click the Utilities tab.

2 (Click the Trusted & Banned IPs icon, and then click the Banned IP Addresses
tab.

The IP address appears in the Banned IP Addresses list.

Managing the Inbound Events Log

26

You can use the Inbound Events page to manage the events in the Inbound Events
log generated when Personal Firewall blocks unsolicited Internet traffic.

Archiving the Inbound Events Log

You can archive the current Inbound Events log in a file on your hard drive. We
recommend that you archive your event log periodically because the event log can
get quite large.

To archive the Inbound Events Log:

1 Right-click the McAfee icon, point to Personal Firewall, and then click Inbound
Events.

2  From the File menu, click Archive Log.
3 Click Yes on the confirmation message.

4 Click Save to save the archive in the default location, or browse to a location
where you want to save the archive.
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Viewing Archived Inbound Events Log
You can view any Inbound Events log that you previously archived.

WARNING

Before you view your archives, you must archive your current
Inbound Events log. Failure to do so will clear your current
Inbound Events log when you view an archive.

1 Right-click the McAfee icon, point to Personal Firewall, and click Inbound
Events.

2 From the File menu, click View Archived Logs.
3 Click the archive file name (you might have to browse to it) and click Open.

The archived data appears in the Inbound Events log.

Clearing the Inbound Events Log

You can clear all information from the Inbound Events log.

WARNING

Once you clear the Inbound Events log, you cannot recover it.
If you think you will need the event log in the future, you
should archive it instead.

1 Right-click the McAfee icon, point to Personal Firewall, and click Inbound
Events.

2 From the File menu, click Clear Log.
3 Click Yes on the confirmation box to clear the log.

The Event Log is now empty.

Exporting Displayed Events

You can export your event log to a text file in case you need to share it with your
ISP, technical support, or law enforcement officials.

1 Right-click the McAfee icon, point to Personal Firewall, and click Inbound
Events.

2  From the File menu, click Export Displayed Events.
3 Browse to the location to which you want to save the events.
4 Rename the file if necessary, and then click Save.

Your events are saved to a .txt file in the location you chose.

User Guide 27



Using McAfee® Personal Firewall Plus™

Copying an Event to the Clipboard

You can copy an event to the clipboard so that you can paste it in a text file using
Notepad.

1

Right-click the McAfee icon, point to Personal Firewall, and click Inbound
Events.

Click the event in the Inbound Events log that you need to export.
From the Edit menu, click Copy Selected Event to Clipboard.
Open Notepad:

Click the Windows Start button, point to Programs, then Accessories, and then
click Notepad.

From the Edit menu, click Paste. The event appears in Notepad. Repeat this
step until you have all of the necessary events.

Save the Notepad file in a safe place.

Deleting the Selected Event

You can delete events from the Inbound Events log.

1

Right-click the McAfee icon, point to Personal Firewall, and click Inbound
Events.

Click the event in the Inbound Events log that you want to delete.
From the Edit menu, click Delete Selected Event.

The event is deleted from the Inbound Events log.

About Alerts

We strongly recommend that you become familiar with the types of alerts you will
encounter while using Personal Firewall. Review the following types of alerts that
can appear and the possible responses you can choose, so that you can confidently
respond to an alert.
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NOTE

Recommendations on alerts help you decide how to handle an
alert. For recommendations to appear on alerts, click the
Utilities tab, click the Alert Settings icon, and then select either
Use Smart Recommendations (the default) or Display Smart
Recommendations only from the Smart Recommendations list.
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Red Alerts

Red alerts contain important information that requires your immediate attention.
Red alerts are as follows:

m  Internet Application Blocked! — This alert appears if Personal Firewall blocks
an application from accessing the Internet. For example, if a Trojan program
alert appears, McAfee automatically denies this program access to the Internet
and recommends that you scan your computer for viruses.

m  Application Wants to Access the Internet — This alert appears when Personal
Firewall detects Internet or network traffic for new applications. (Standard or
Tight Security)

m  Application Has Been Modified —This alert appears when Personal Firewall
detects that an application you have previously allowed to access the Internet
has changed. If you have not recently upgraded the application in question,
you should be careful about granting the modified application access to the
Internet. (Trusting, Standard, or Tight Security)

m  Application Requests Server Access — This alert appears when Personal
Firewall detects that an application you have previously allowed to access the
Internet has requested Internet access as a server. (Tight Security)

Green Alerts

Green alerts inform you of changes that have been made to Personal Firewall. For
example, green alerts can inform you of applications to which Personal Firewall
has automatically granted Internet Access, or inform you of any new application
rules.

Program Allowed to Access the Internet — This alert appears when Personal
Firewall automatically grants Internet access for all new or modified applications,
and then notifies you (Trusting Security). An example of a modified application is
one with modified rules to automatically allow the application Internet access.

Blue Alerts

Blue alerts contain information, but require no response from you.

m  Connection Attempt Blocked — This alert appears when Personal Firewall
blocks unwanted Internet or network traffic. (Trusting, Standard, or Tight
Security)
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Connection Attempt Blocked

If you selected Trusting, Standard, or Tight security, Personal Firewall displays an
alert (Figure 2-5) when it blocks unwanted Internet or network traffic.

McAfee Personal Firewall Plus

Connection Attempt
Blocked
A computer at IP address 61.42,121.196

has attempted to access one of your
system ports (TCP port 445,

5} Wiews the Event Log

@ Trace This Address

%1 Ban This Address

& Trust This Address

[ak Turn OFf This Alsrt Type
* Q Continue What I Was Doing

Figure 2-5. Connection Attempt Blocked alert

View a brief description of the event, then choose from these options:

m  Click View the Event Log to get details about the event through the Personal
Firewall Inbound Events log (see About Inbound Events on page 18 for details).

m  Click Trace This Address to perform a Visual Trace of the IP addresses for this
event.

m  Click Ban This Address to block this address from accessing your computer.
The address is added to the Banned IP Addresses list.

m  Click Trust This Address to allow this IP address to access your computer.

m  Click Continue What | Was Doing if you do not want to take action beyond what
Personal Firewall has already done.

30 McAfee® Personal Firewall Plus™ software



About Alerts

Internet Application Blocked!

If a Trojan program alert appears (Figure 2-6), Personal Firewall automatically
denies this program access to the Internet and recommends that you scan your
computer for viruses.

McAfee Personal Firewall Plus

Internet Application
Blocked!
Ryan's Code has been recognized as

a malicious Trojan and automatically
denied access to the Internet.

Path: C:'Program
Files\Trojansiryanscode exe

McAfee Recommends...
Scanning your syskem for viruses,

€D Find Out More Information
@ Launch Mcafee YirusScan Online
Q Continue What I Was Doing

Figure 2-6. Internet Application Blocked alert

View a brief description of the event, then choose from these options:

Click Find Out More Information to get details about the event through the
Inbound Events log (see About Inbound Events on page 18 for details).

Click Launch McAfee VirusScan Online to scan your computer for viruses.

Click Continue What | Was Doing if you do not want to take action beyond what
Personal Firewall has already done.
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Application Wants to Access the Internet
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If you selected Standard or Tight security in the Security Settings options, Personal
Firewall displays an alert (Figure 2-7) when it detects Internet or network traffic for

new or modified applications.

Figure 2-7. Application Wants to Access the Internet alert

If an alert appears recommending caution in allowing the application Internet
access, you can click Click here to learn more to get more information about the
application. This option appears on the alert only if Personal Firewall is configure

McAfee Personal Firewall Plus

L Application Wants to
Ii__ Access the Internet

The program Microsoft{R) Windows
Media Player is requesting access to the
Internet, Do you want to allow it?

Path: C:'Program Files\windows Media
Flayeriwmplayer . exe

McAfee Recommends...
Allowing this application access,
Click here ko learn more.

@ Iwant to...

& Grant Access
& Elock All Access

to use Smart Recommendations.

McAfee might not recognize the application trying to gain Internet access

(Figure 2-8).

Figure 2-8. McAfee does not recognized this application alert

Therefore, McAfee cannot give you a recommendation on how to handle the
application. You can report the application to McAfee by clicking Tell McAfee about
this program. A web page appears and asks you for information related to the
application. Please fill out as much information as you know.
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The information you submit is used in conjunction with other research tools by our
HackerWatch operators to determine whether an application warrants being listed
in our known applications database, and if so, how it should be treated by Personal
Firewall.

View a brief description of the event, then choose from these options:

m  Click Grant Access to allow the application to both send data and receive
unsolicited data on non-system ports.

m  Click Block All Access to prevent the application from sending or receiving
data.

IMPORTANT

You must grant access to applications that require Internet
access for online product updates (such as McAfee Security
services) to keep them up-to-date.

Application Has Been Modified

If you selected Trusting, Standard, or Tight security in the Security Settings options,
Personal Firewall displays an alert (Figure 2-9) when Personal Firewall detects that
an application you have previously allowed to access the Internet has changed. If
you have not recently upgraded the application in question, be careful about
granting the modified application access to the Internet.

McAfee Personal Firewall Plus

@ Application Has Been

= Modified

The application Microsoft Windows =
Media Configuration Utility has
changed since you first gave it access

to the Internet, Do you still want to let

it access the Internet?

Path: C:'Program Files\windows Media ;I

< s
& Elock All Access

Figure 2-9. Application Has Been Modified alert

View a brief description of the event, then choose from these options:

m  Click Grant Access to allow the application to both send data and receive
unsolicited data on non-system ports.

m  Click Block All Access to prevent the application from sending or receiving
data.
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Application Requests Server Access
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If you selected Tight security in the Security Settings options, Personal Firewall
displays an alert (Figure 2-10) when it detects that an application you have
previously allowed to access the Internet has requested Internet access as a server.

McAfee Personal Firewall Plus

Application Requests
- Server Access

MSN Messenger is requesting to act
like: & server and accept incoming
connections, Do you want to allow it?

Path: C:'Program
Files\Messengerimsmsgs. exe

McAfee Recommends...
Allowing this application access,
Click here ko learn more.

e_-, Grant Server Access
48 Restrick bo Outbound Access
Q Block &ll Access

Figure 2-10. Application Requests Server Access alert

For example, an alert appears when MSN Messenger requests server access to send
a file during a chat.

View a brief description of the event, then choose from these options:

m  Click Grant Server Access to allow the application to both send and receive
data.

m  Click Restrict to Outbound Access to prevent the application from receiving
data.

m  Click Block All Access to prevent the application from sending or receiving
data.
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Program Allowed to Access the Internet

If you selected Trusting security in the Security Settings options, Personal Firewall
automatically grants Internet access for all new or modified applications, then
notifies you with an alert (Figure 2-11).

McAfee Personal Firewall Plus

Program Allowed to
“ Access the Internet

The program Messenger has been
automatically granted access to the
Internet.

Path: C:'Program Files\Messenger
imsmsgs. exe

’ Application allowed because...
McAfee recognizes this application,
Click here ko learn more.

s} Wiew the Application Log
[ak Turn OFf This Alsrt Type
A @ Continue What I Was Doing

Figure 2-11. Program Allowed to Access the Internet

View a brief description of the event, then choose from these options:

m  Click View the Application Log to get details about the event through the
Internet Applications Log (see About Internet Applications on page 16 for
details).

m  Click Turn Off This Alert Type to prevent these types of alerts from appearing.

m  Click Continue What | Was Doing if you do not want to take action beyond what
Personal Firewall has already done.
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